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Abstract:

This study aims to examine the legal challenges faced by
international humanitarian law in addressing cyber warfare
during armed conflicts. With technological advancement and
the growing reliance of nations on cyberspace, cyber-attacks
have become one of the primary threats to critical
infrastructure, necessitating an assessment of the capacity of
international humanitarian law to protect civilians and
mitigate the resulting damage from these attacks. The research
focuses on analyzing the applicability of traditional
international humanitarian law rules, originally designed for
conventional armed conflicts, to address the unique
characteristics of cyber warfare. The researchers utilized a
descriptive approach to analyze the rapid technological
transformations and the role of artificial intelligence in
altering the nature of conflicts, along with an analytical
method to examine relevant legal texts on cyber warfare and
scholarly perspectives in this area. The study concludes that
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")
cyber warfare differs in nature and mechanisms from
traditional warfare, necessitating the development of modern
regulations aligned with international humanitarian law
principles, especially regarding the principles of distinction
and proportionality.

Keywords: International Humanitarian law, Armed

Conflicts, Cybersecurity, Cyber, Attacks.
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