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Cybercrime in Financial Transactions
From the Perspective of Islamic Sharia
[Legal Jurisprudential Study]

Khaled Hassan Salem Jarallah Al-Ajmi.
Researcher of Islamic Studies, Ministry of Endowments and
Islamic Affairs,
Email: ElJarallh@gmail.com
Abstract:

Islamic law is based on bringing benefits and warding off
harms and corruptions, so the provisions of Sharia are compatible
with this purpose. Among the most important matters in which harm
occurs are: financial transactions, especially if they are carried out
via the Internet and contemporary technological applications. The
occurrence of crime in cyberspace is a visible matter and occurs
frequently for several reasons, and takes many forms. With the
technological development witnessed by the contemporary world,
and in light of the reliance of a large segment of people on electronic
applications and websites in most aspects of life from transactions,
education, communications and spending life matters, these sites and
networks have become full of causes of electronic crime from fraud,
swindling, forgery and hacking, so it was necessary to single out this

phenomenon for research and study .

The research came to clarify the meaning of electronic crime,
its forms, and its provisions in Islamic jurisprudence, as well as
some forms of electronic crime, such as: fraud, deception, forgery,
fraud, theft of financial accounts, hacking accounts and information,

hacking secrets, stealing them and trading in them .

The research also addressed all these issues and their
provisions in Islamic jurisprudence. And the legitimate, legal and
technical means of protection from these crimes. It also clarified
the position of jurisprudence on the provisions of electronic theft
and whether what applies to actual theft applies to it, and the
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extent to which the conditions of traditional theft apply to the theft
of electronic money, and the extent to which the conditions of
theft of the limit apply to the theft of electronic data, and
concluded that the electronic theft of money is identical to theft

that requires the imposition of the limit on the thief.

The research clarified the laws enacted by most countries,
and the sufficient efforts to protect against electronic crime

through the enactment of laws.

The research mentioned the necessity of taking precautions
and protection from breaches, whether technical protection, legal
protection or educational protection, while clarifying the ruling of
Islamic jurisprudence in prohibiting and criminalizing all types of
fraud, theft and electronic crime

Finally, a set of results and recommendations.

Keywords: Crime , Electronic , Jurisprudence , Financial
transactions , Law. Financial transactions — Law.
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